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What do we mean by CONSENSUS  in Bitcoin?



⚖Consensus Engine

💻GUI

🪣Mempool

👜Wallet

🌐P2P

🎮RPC/Rest/ZMQ



⚖Consensus Engine

❤ of Bitcoin ?



⚖Consensus Engine
📚 Tracks ALL blocks – > Stores all the transaction

"The consensus engine IS Bitcoin's rulebook"

💰 Manages Unspent Transactions



Normal C++ workflow:



Consensus Critical Systems



Architecture



CBlockIndex

- Class which defines the Block’s structure.

- Blockchain is a tree like structure - root node being the genesis 

block.



CBlockIndex - index entry representation

class CBlockIndex {

    const uint256* phashBlock{nullptr};  // points the Block

    CBlockIndex* pprev{nullptr};         // parent pointer -> forms tree

    CBlockIndex* pskip{nullptr};         // skip-list for O(log n) ancestor lookup

    int nHeight{0};

    arith_uint256 nChainWork{};          // cumulative PoW to this block

    uint32_t nStatus GUARDED_BY(::cs_main){0};  // validation state bitmask

    uint32_t nTime{0};                   // block timestamp (uint32_t!)

    // … so on.

};



CBlock - actual block class

class CBlock
{
public:
    std::vector<CTransactionRef> vtx;

    mutable bool fChecked;
    …

    //ctors
};



Block Storage 

using BlockMap = std::unordered_map<uint256, CBlockIndex, BlockHasher>;

- Node based containers for block mapping? Why?

- Validation relies heavily on pointers to these CBlockIndex objects. If we were 
to change the container, we would still need one that guarantees stable 
addressing.



CChain - O(1) active chain view
class CChain {

    std::vector<CBlockIndex*> vChain;

public:

    CBlockIndex* operator[](int nHeight) const { return vChain[nHeight]; }

    bool Contains(const CBlockIndex* pindex) const {

        return (*this)[pindex->nHeight] == pindex;  // O(1)!

    }

};



Let’s Visualize the flow





Block Validation

bool CheckBlock(const CBlock& block, ...) {

    if (block.fChecked) return true;  // memoized result
    // ... run all checks …

    block.fChecked = true;  // mutable bool on const CBlock
}

fChecked is a mutable bool on CBlock -- a deliberate optimization so 
CheckBlock is not called twice for already-validated blocks.



ConnectBlock - Block Consensus

bool Chainstate::ConnectBlock()
{

    // Key loop: for each transaction
    for (unsigned int i = 0; i < block.vtx.size(); i++) {
        // 1. Consensus::CheckTxInputs()
        // 2. CheckInputScripts()        -- enqueue script checks
        // 3. UpdateCoins()
    }

    // Wait for parallel script checks
    if (control) control->Complete();

    // Verify coinbase value <= fees + subsidy

}



Script Verification
template <typename T, typename R = std::remove_cvref_t<decltype(std::declval<T>()().value())>>

class CCheckQueue {

    std::vector<T> queue GUARDED_BY(m_mutex);  // LIFO work queue
    std::vector<std::thread> m_worker_threads;
    std::optional<R> m_result GUARDED_BY(m_mutex);

};



Historical Bugs That Became Permanent Features



CVE-2010-5139 – The 184 Billion BTC Overflow

● August 15, 2010, Block 74638: An attacker creates a transaction 
with outputs totaling ~184 billion BTC – from thin air.

● The reason:
- int64_t as transaction amount data type

● Fee calculation = totalInputValue - totalOutputValue (UB)





if (txPrev.vout[prevout.n].nValue < 0)
    return error;

if (txPrev.vout[prevout.n].nValue > MAX_MONEY)
    return error;

if (nValueIn > MAX_MONEY)
    return error;

FIX:



CVE-2018-17144 – The Duplicate Input Bug

Duplicate Spend Coin

Transaction:
  Input 0: Spend coin A    ← first reference
  Input 1: Spend coin A    ← same coin again!
  Output 0: Send 10 BTC to Bob



OP_CHECKMULTISIG Off-by-One – A Bug That Can Never Be Fixed

Multisig

An m-of-n multisig says "out of N public keys, at least M must provide 
valid signatures." For example, a 2-of-3 multisig means three people 
have keys, and any two of them can authorize a spend.



2 of 3 Multisig



C++ walkthrough
void checkMultiSig(Stack& stack, int n, int m) {

    for (int i = 0; i < m; i++)

        stack.pop();  ← pop m signatures

    for (int i = 0; i < n; i++)

        stack.pop();  ← pop n public keys

    stack.pop();  // ❌ Off-by-one: pops an EXTRA dummy element (unintended!)

}



A bug frozen in time — removing it would break the entire Bitcoin network.



Why Floating Point Is Forbidden
typedef int64_t CAmount;

static constexpr CAmount COIN = 100000000;          // 10^8 satoshis per BTC

static constexpr CAmount MAX_MONEY = 21000000 * COIN;  // 2.1 * 10^15 satoshis

Same floating-point expression gives different results with -ffast-math, different FPU rounding modes, or 
different compilers.



Proof-of-Work: Integer-Only Difficulty

// The "compact" format in block headers (nBits field):
// N = mantissa * 256^(exponent-3)   -- entirely integer arithmetic

arith_uint256& SetCompact(...) {
    int nSize = nCompact >> 24;              // high byte = exponent
    uint32_t nWord = nCompact & 0x007fffff;  // low 23 bits = mantissa
    if (nSize <= 3) {
        nWord >>= 8 * (3 - nSize);
        *this = nWord;
    } else {
        *this = nWord;
        *this <<= 8 * (nSize - 3);          // integer shift only
    }
}



Thanks for Joining

Q&A


