
C++/sys
A Standard Library Projection to Facilitate the Verification of Run-time 

Memory Safety
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Motivation
The Core Problem
• C++ Designed for a close relationship with C

• Good: Direct interop. No bindings

• Bad: Safety is not guaranteed

• Ugly: RAII prevents leaks but can exacerbate memory errors

• Incorrect lifetime management leads to memory errors
• Dangling pointer / reference

• Iterator invalidation

• Dangling this

• Invalidation via container reallocation

• Many are non-deterministic and environment dependent
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Exhibit A
Where is the error?
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std::vector<Bomb> bombs;

struct Bomb
{

Bomb(const std::string& _name)
: m_name(_name)

{ }

void touch() const
{

bombs.clear();

printf("Crikey! The bomb was set off by %s\n",
m_name.c_str());

}

private:
std::string m_name;

};

int main()
{

bombs.push_back(Bomb("Freddy"));
bombs.push_back(Bomb("Charlie"));
bombs.push_back(Bomb("Teddy"));
bombs.push_back(Bomb("Trudy"));

bombs.at(2).touch();

return 0;
}
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Exhibit A
Invalidation without Globals
• ‘Back pointer’

• Top-down

• Singleton

• Parameters

• Here, World::m_bombs contents can be invalidated in 6+ ways
• Globals in the examples are purely to simplify and minimise boilerplate
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Existing Approaches
Dynamic Analysis
• AddressSanitizer

• Valgrind

Pros:
• High detection rates
• Good runtime coverage

Cons:
• High overhead (especially 

valgrind)
• Toolchain/platform constraint
• Detect errors only when executed
• No context of the memory
• Verify blocks of memory rather 

than lifetimes
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Existing Approaches
Static Analysis
• PVS-Studio

• Coverity

• *Lint

• LLMs

Pros:
• Early detection

• No runtime cost

Cons:
• Cannot detect runtime 

invalidations

• False positives

• Tool longevity concerns
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Existing Approaches
Hardware-assisted
• CHERI

• ARMv8.3 Pointer Authentication

Pros:
• Strong guarantees

• Low overhead (in hardware)

Cons:
• Requires specialised hardware

• Limited availability
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Core Concept of C++/sys
Two Invariants

1. All memory must be locked during lifetime of access

2. Pointers may never dangle (even if never accessed)
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High-level Architecture
What is C++/sys?
• Alternate standard library facilities

• Specifically relating to memory verification

• Not a drop-in replacement to std but close in many areas

• Compatible with any standards compliant compiler
• From C++98 to C++20

• Freestanding (i.e embedded) and hosted (i.e desktop)

• Highlights include AVR, Zephyr, Megadrive, DOS

• Debug instrumentation removable in release profile
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Exhibit A
Verification: How does C++/sys handle this?
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sys::vector<Bomb> bombs;

struct Bomb
{

Bomb(const sys::string& _name)
: m_name(_name)

{ }

void touch() const
{

bombs.clear(); // Panic: bombs are locked

printf("Crikey! The bomb was set off by %s\n",
m_name.c_str());

}

private:
sys::string m_name;

};

int main()
{

bombs.push_back(Bomb("Freddy"));
bombs.push_back(Bomb("Charlie"));
bombs.push_back(Bomb("Teddy"));
bombs.push_back(Bomb("Trudy"));

bombs[2].touch(); // Locked bombs

return 0;
}
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Exhibit B
Where is the error?
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#include <vector>

void dup(std::vector<int>& _values, int& _value)
{

_values.push_back(_value);
_values.push_back(_value);

}

int main()
{

std::vector<int> values;

values.push_back(9);
dup(values, values.at(0));

return 0;
}
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Exhibit B
Vector Invalidation
• Line 5

• Reference (_value) becomes invalid after push_back()

• Bounds checking alone is insufficient
• I had used at()

12



Vector Invalidation
Subscript Access Locking
• size_t intercepted

• Conversion constructor

• RAII object masquerades as index

• Lock lifespan = index object scope

• Compile-time stripping in release profile
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Vector Invalidation
Conversion Constructor

14



Exhibit B (C++/sys)
Verification of Vector Invalidation
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#include <sys/vector.h>

void dup(sys::vector<int>& _values, int& _value)
{

_values.push_back(_value); // Panic: _values is locked
_values.push_back(_value);

}

int main()
{

sys::vector<int> values;

values.push_back(9);
dup(values, values[0]); // Lock lifetime object is applied here

return 0;
}
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C-style Strings

• Very similar approach to sys::index_lock

• Using a sys::void_lock as a default parameter for the c_str()

• Works better than a sys::ptr<const char> for C functions like 
printf

• A negative side-effect is ambiguous lifespan when used on 
sys::string temporaries leading to a destructor lock panic

• Particularly noticeable on upstream ImGui
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Exhibit C
Where is the error?
0
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18

struct Employee
{

Employee(const std::string& _name)
: m_name(_name)

{ }

void retire()
{

star = std::make_unique<Employee>("Fred");

printf("%s passed award to %s\n",
m_name.c_str(),
star->m_name.c_str());

}

private:
std::string m_name;

};

std::unique_ptr<Employee> star;

int main()
{

star = std::make_unique<Employee>("James");

star->retire();

return 0;
}
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Exhibit C
Invalidated 'this'
• Line 11

• this invalidated mid-method

• Smart pointer manages data lifetime, not access lifetime
• std::unique_ptr cannot verify this

• std::shared_ptr cannot verify this

• std::weak_ptr does prevent this due to lock()
• The resulting std::shared_ptr prolongs the lifetime

• But has a permanent cost
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Invalidated 'this’
operator-> Locking
• Inject temporary object in operator->

• Recursive chaining / drill-down

• Bind access lifespan to temporary

• Lock before raw pointer exposure

• Performed for all smart pointers in sys:
• sys::auto_ptr<T> (Owner)

• sys::ptr<T> (Strict observer)

• sys::weak_ptr<T> (Weak observer)

• Similar mechanism with operator*
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Invalidated 'this'
Recursive Chaining
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Exhibit C (C++/sys)
Verification of Dangling 'this'
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struct Employee
{

Employee(const std::string& _name)
: m_name(_name)

{ }

void retire()
{

// Panic: star is locked
star = sys::make_auto<Employee>("Fred");

printf("%s passed award to %s\n",
m_name.c_str(),
star->m_name.c_str());

}

private:
std::string m_name;

};

sys::auto_ptr<Employee> star;

int main()
{

star = sys::make_auto<Employee>("James");

employee->retire(); // Lock here

return 0;
}
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Exhibit D
Where is the error?
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struct Bomb;

Bomb* lastbomb;

struct Bomb
{

Bomb()
{

lastbomb = this;
}

void touch()
{

printf("Boom!\n");
}

};

#include <vector>

int main()
{

std::vector<Bomb> bombs;

bombs.push_back(Bomb());
bombs.push_back(Bomb());
bombs.push_back(Bomb());
bombs.push_back(Bomb());

lastbomb->touch();

return 0;
}
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Exhibit D
Dangling Pointer
• This is very unlikely to crash

• Still undefined behaviour

• It’s a use-after-free waiting to happen

• AddressSanitizer very unlikely to pick it up
• Poisoned memory unlikely to be accessed

• Hardware assisted
• ARMv8.3 Pointer Authentication

• CHERI

• Hardened kernels with pointer validation
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Exhibit D (C++/sys)
Verification of Dangling Pointer (Pre-emptive)
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#include <sys/base.h>

struct Bomb;

sys::ptr<Bomb> lastbomb;

struct Bomb : sys::base
{

Bomb()
{

lastbomb = this; // Locked
}

void touch()
{

printf("Boom!\n");
}

};

#include <sys/vector.h>

int main()
{

bombs.push_back(Bomb()); // Panic: Destructing locked temporary
bombs.push_back(Bomb());
bombs.push_back(Bomb());
bombs.push_back(Bomb());

lastbomb->touch();

return 0;
}
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Exhibit E
Where is the error?
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#include <vector>

int main()
{

std::vector<int> values;

values.push_back(1);
values.push_back(2);
values.push_back(3);
values.push_back(4);

for(std::vector<int>::iterator it = values.begin(); it != values.end(); ++it)
{

if(it == values.begin()) values.push_back(5);
values.erase(it);

}

return 0;
}
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Exhibit E
Iterator Invalidation
• Similar to a dangling pointer

• Difficult to track
• Microsoft’s safe iterators were a good step

• The iterator object itself can provide the lifetime object lock

• Implement iterator operator->, operator* to provide more 
locking guarantees

• Relatively expensive iterator in Debug builds but no overhead in 
Release
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Exhibit E (C++/sys)
Verification of Iterator Invalidation
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#include <sys/vector.h>

int main()
{

sys::vector<int> values;

values.push_back(1);
values.push_back(2);
values.push_back(3);
values.push_back(4);

for(sys::vector<int>::iterator it = values.begin(); it != values.end(); ++it)
{

if(it == values.begin()) values.push_back(5); // Panic: Iterator holds lock
values.erase(it); // Iterator flagged as invalid, will panic on next access

}

return 0;
}
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Runtime-static Analysis

• By preventing dangling we sidestep any risk without even needing the 
specific codepaths to be triggered

• Happens at runtime but is starting to lean back towards the benefits 
of static analysis approaches
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Weak Area
False Positive
• The sys::ptr<T> mechanism is very rigid

• Panic will occur if any data destructs with an observer
• During teardown, this is most likely to occur
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False Positive
Example
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struct Renderer
{

sys::ptr<Texture> m_texture;
sys::ptr<Mesh> m_mesh;

};

struct Player
{

Player()
{

m_renderer.m_texture = &m_texture;
m_renderer.m_mesh = &m_mesh;

}

private:
Renderer m_renderer;  // Destructed last
Texture m_texture;    // Destructed second
Mesh m_mesh;          // Destructed first

};
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False Positive
Or is it?
• Solved by simply re-ordering so Renderer is last

• Renderer destructed before Mesh and Texture

• Feels much tighter

• Renderer should be created after Mesh and Texture
• Otherwise immediately destruct again if the latter fail

• Not always possible:
• Renderer may need to first be queried to know what Texture size to load

• Texture or Mesh might be in a different object (i.e. Entity Component System)

• See sys::weak_ptr<T>
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Weak Area
Zero Initialization
• Avoid use before assignment

• Default initialization of built in types leaves uninitialized

• C++11 initialization as part of struct/class definition

• sys::zero<T> implemented to zero initialize member variables*
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Initialization
Approaches
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struct Employee
{

Employee()
: m_ida(0)

{ }

private:
int m_ida;
int m_idb = 0;
sys::zero<int> m_idc;

sys::unset<int> m_idd; // Better aligned to C++/sys

};
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Initialization
Idiomatic Approach
• Zero initialization is a permanent cost

• Likely the value is going to replaced with relevant data

• Cannot know the relevant value at compile time

• Verify correctness rather than safeguard against it

• sys::unset<T> will panic if used before operator=

• This check can later be avoided in Release builds
• Zero overhead
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Weak Area
Shared Semantics
• There is no sys::shared_ptr<T>

• Cyclic references could not be verified

• The std implementation is perfectly good

• There is a sys::weak_ptr<T>
• sys::base stores refcount

• sys::auto_ptr<T> stores refcount

• Nice and safe however:
• Observer pattern is overkill

• Permanent overhead

• Refcount expensive in multi-threaded environments
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Shared Semantics
Rationale
• Hierarchical layouts

• Work well with C++ and RAII
• Chop off a branch and the memory cleans up

• ‘Back pointers’ so children know their parents

• Graph layouts
• Employees point to other employees who are their manager
• Players targeting other players in a game

• sys::ptr<T> makes teardown of graph layouts impossible

• We want:
• Performance / flexibility of raw T*
• Verification provided by std::ptr<T>
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Shared Semantics
Idiomatic Approach
• Inability to query validity of sys::weak_ptr<T>

• operator!, operator!=, operator==, unspecified-bool-type*, etc

• Panic if shared ref is 0

• Prevents validity becoming part of the logic

• Use a different mechanism if observer pattern required

• Finally in Release mode:
• All ref counts can be stripped from sys::base, sys::auto_ptr<T>

• Even sys::vector<T> could offer debug-runtime shared ownership 
verification

• Zero overhead
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Weak Area
Iterator Locking
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int main()
{

sys::vector<int> vals;

vals.push_back(1);
vals.push_back(2);
vals.push_back(3);
vals.push_back(4);

vals.erase(vals.begin(), vals.begin() + 2); // Panic: 3 iterators exist here, temporary is locked

sys::vector<int>::iterator to = vals.begin() + 2;
vals.erase(vals.begin(), to); // Fine: from and to lock released and flagged as invalid

return 0;
}
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Notes
Raw References and Pointers
• Preferably banned as variables or return types

• Simplifies the verification model

• Simple sed / grep / awk can expose them

• Return sys::vector<T>::iterator or sys::span<T> (TODO) rather 
than sys::vector<T>&

• References / pointers as parameters are guaranteed to be verified
• void some_func(Employee& _emp)

• Will either be safe on the stack or inevitably locked

• C interop remains unsafe
• Same situation with Java/Rust/Ada/Python/.NET
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Notes
Workable Overhead
• Less overhead than AddressSanitizer

• Some debate on leaving in for early releases
• Some issues sadly only discovered in production

• Once robustness has been confirmed then remove until next major 
feature
• Instant optimization package!
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Notes
Multi-threading
• Not thread-safe

• Doesn’t need to be*

• Verification occurs in Debug mode with one thread
• Release mode has i.e refcounts stripped out anyway

• Conflicts with the previous slide
• Client may be fine with some overhead but likely wants to make best use of 

their hardware
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* Nuanced, this is an area where the open-source release differs



Deployment
Platform Agnostic
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Thank you for listening!

• Happy to take questions
• Can continue discussion in the venue area

https://codeberg.org/kpedersen/sys_public
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